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1 LED Behaviour

The LED lights on the front of the Vood 322 shows the status of the service, here listed from left to
right:

1.1 Power
1* On - The VVood unit is connected to a power supply
1x Off - No power supply is con nected or the connection is broken
1.2 Status
1* On - Vood 300 unit got a WAN address and successfully contacted VCM
1t Off - No WAN address obtained
1¥ Quick Flash - Vood 300 unit interacts with VCM i.e. loading software, etc.
1* Slow Flash - Vood 300 unit tries to contact VCM
1.3 WAN
¥ On - Link
1x Off - No link
1.4 LAN
¥ On - Link
1x Off - No link
1.5 Phone 1l Voip
¥ On - Channel isregistered, or configu red not to register
1t Off - Channel failed to register
1* Quick Flash - Message Waiting
1.6 Phone 1 “Hook”
¥ On - Hook off
1t Off - Hook on
1* Quick Flash - Incoming call

2 Resetting the Vood to Factory Defaults

In order to reset the VVood unit to the original factory settings, use the reset button found on the back
of the box inside a small opening next to the power cable. Push the reset button by using athin pen,
needle or similar object, until all LEDs arelit (approximately 15 seconds).

Before resetting the Vood, make sure it has power and that it has booted up properly. Do so by
waiting at least 30 seconds after the power cable has been connected before the reset button is
pushed.

Note: Only the con figuration parameters are affected by this reset. The software itself is not reset.
(The Vood unit will NOT be restored to the production software.)

Warning: All previously entered con figuration data will be lost. This means the Vood unit will
have to be configured again.
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3 Log In to Manual Vood Configuration

To use the web-based management software, connect your computer to the LAN port, launch a
suitable web browser and direct it to the IP address of the Vood 300 series unit. Type in the default
IP address — http://192.168.1.1 — in the address bar of the browser. The URL in the address bar
should read: http://192.168.1.1

A new window will appear and you will be prompted for a user name and password to access the
web-based manager.
g = % % % 9» - -_-_ -__@

Use the default user name Conf and password admin for first time setup. Y ou should change the
web-based manager access user name and password after you have verified that a connection can be
established. The user name and password allows any PC within the same subnet as the Vood unit to
access the web-based manager.

Default settings for web-based manager:
Default IP address: http://192. 168.1.1

Default User name: Conf
Default password:  admin

n
Firewall, AT, UPnB, | zyste
TGMID, Bridge Filtars,

and LAM cliants.

Stabus Tn) ion

Systam Lptime: 4 hours 24 minutes Praduct Hame: VRG32Z2
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http://192.168.1.1
http://192.168.1.1
http://192.

4 Setup

Status | Haip.

n |The Ststus sedion | The Halp section
displays status, Iog | provides

i 4

|Featuras liks RIF,
|Fiseuall, NAT, UPRF, | systam taste, cannectinne and saktings for esch
| LGMF, Bridgs Filcers, intarfacas, zacion,

Iar\d LA cliarts,

i
and statisticsl infarmnation on
informatian for all | configuration and

Status Tnformation

Systarn Uptirme: 4 haurs 24 minutas Product Hame: ¥RE322

[ os out | [ Refresh |
Note: To save al changed parameters permanently, you must go to Tools- >System Commands
->Save All.

The Setup window offers links to menus that configure settings for the LAN (Local Area Network),
FW/NAT Services and for the WAN (Wide Area Network) setup.

4.1 LAN Setup

Interfaces

I |[Ethernatt

| LAN group 1 2 ‘
figur

4.1.1 LAN clients

With this feature the end-user can see al the PCs on the LAN segment. Each PC is qualified to be
either "dynamic" (each PC has obtained alease from this router) or "static" (each PC hasa
manually configured |P address).

The user can add a"static" |P address (belonging to the network segment of the router LAN 1P
address). Any existing static entry falling within the DHCP server's range can be deleted and the IP
address would then be available for future allocation.

Once an |P address is allocated it shows up in thelist of LAN clientsas a"dynamic" entry. Any
dynamic entry can be converted into a static entry by using the "reserve" checkbox.

Note: Dynamic clients show up in thelist only when the DHCP server is running.
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4.1.2 LAN configuration

The router can be configured to handle up to three LAN groups in which the IP address scheme can
be configured as needed. Add interfaces to the chosen LAN group and click on Configure.

4.1.3 LAN group configuration

The LAN group can use any | P address scheme. Y ou can also use the embedded DHCP server to
provide IP settings for DHCP client stations on the LAN Group.

The Ethernet IP addressis listed in the top row of the menu. Y ou can type in an | P address that fits
within the existing | P scheme or use the default |P address 192.168.1.1 and subnet mask
255.255.255.0. To change the subnet mask, choose a mask that is appropriate for your network
from the pull-down menu.

The secondary |P address and secondary subnet mask are used to set up a second subnet on the
LAN that uses the router as a default gateway.

The local domain name parameter may be used if the local network uses a domain name system.
When you have configured the LAN settings as you want them, click the Apply button to commit
the new settings and restart the router.

Note: To save al changed parameters permanently, you must Go Tools- >System Commands
->Save All.

4.1.4 Firewall/NAT services
Enable Firewall and NAT service

4.2 WAN Setup

4.2.1 WAN overview

The Vood unit supports up to 8 virtual connections over the WAN interface. These connections can
be of various types depending on what protocols being used.

ol
PPPOE

T, Eh
LLﬂWEym; LLW&

'A:IM; ATM |
Bridge, 1.2 IPoEth
(REC 1483) PPPoE

« PPPoE: Point to Point Protocol over Ethernet
. Bridge: IP over Ethernet
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4.2.2 Uplink Bandwidth

If aterminal sits behind any sort of modem (ADSL, cable), it isimportant to configure the
bandwidth for the uplink internet connection. Thisis particularly critical if it's a slow connection
(lessthan 1M bps) in order to reserve bandwidth for voice traffic so that QoS (Quality of Service)
can be achieved even when internet traffic is heavy.

Reserved bandwidth is only allocated during actual voice cals so that performance is still optimized
for other functions when there are no ongoing conversations. Units are in Kbps.

4.2.3 Vood router WAN-side IP address allocation over virtual connection
For each virtual connection type a different |P allocation method is used:

« PPPOE: Dynamic IP address all ocati on through PPP

- Bridge: Thevirtual connection is bridged to one or more LAN port(s) via the Vood router.
. Static: The WAN side of the Vood router is configured with a static |P address

« DHCP: The WAN side of the Vood router is configured with adynamic IP address

4.2.4 Subscriber authentication

For PPP connections subscriber authentication is provided by means of PAP (Password
Authentication Protocol) and CHAP (Challenge Handshake Authentication Protocol). Which
protocol to use is manually configurable, but the default setting is that protocol selection is made
automatically.

4.2.5 New connection

The New Connection page allows the creation and definition of up to 8 connections of various
types. For each of the connectionsindividual parameter settings can be made.

=) | e B0
Name: TYpe! IDP’F‘DE ¥ Sharing: IL‘-isabia 'I
Optiane: (W NAT (W Firewall WLAN 1D |: Priority Bits: | 0¥ |
o
PPP Settings PYC Settings
Username: |usemame PVC: l ' 'I
m Password: F‘; WP Ii]
— 1dle Timeput: |50 SECS i Ia
Kesp Alive: [10 mir Qo5 JUBR =
Authentication: (& Auto O CHAP J)PAR por: i s
wiu: [1492 bykes e
OnDemand: (]  Default Gateway: [#
o I.
Enforcs MTU: Debug: O Hibes Gl
vt wsecs
o) [EETE

Each configured " connection name" will appear in the menu to the right, for example
VLAN_5 DATA inthefigure above. In this way created connections can be edited by clicking on
the "connection name" to theright.

Note: To save all changed parameters permanently, you must go to Tools- >System Commands
->Save All.
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4.2.6 PPP connections

PPP (*Point-to-Point protocol”) is a standard method of establishing a network connection/session
between networked devices. Different forms of PPP, including PPPoE (PPP over Ethernet”),
involve an authentication process that requires a username and password to gain access to the

network.

In the New Connection page you can define aname for this virtual connection that you write in the
Name field. Then choose connection type from the scroll bar under Type:

« PPPOE as described in RFC 2516, is a method of using PPP over Ethernet networks.

PPP configuration:

Username:
Password:
Authentication:
On-Demand:

Idle Timeout:

Keep Alive:

Set Default route:

MRU:
Enforcee MRU:
Debug:

Connect:

Disconnect:

The username for the DSL access

The password for the DSL access.

Specifies the authentication protocol required to establish a connection.
Enabl e on-demand mode. The connection will disconnect if no activity is
detected after the specified idle time-out value.

Specifies that the DSL should be disconnected if the link has no activity
detected for n seconds. A non-zero value.

When the on-demand option is not ena bled, this value specifies the time to
wait without being connected to the provider before terminating the
connection. A non-zero value.

Specify connection as the default-route.

Maximum Receive Unit sets an upper limit to the packet size the connection
can receive. Thisis anegotiated value that asks the provider to send packets
of no more than n bytes. The minimum MRU valueis 128.

Check this box if you experience problems accessing the Internet over a
PPPoE connection. This feature will force all TCP traffic to conform with
PPP MRU by changing TCP Maximum Segment Size to PPP MRU.

Enabl es PPP connection debugging facilities.

Use the current settings to establish a PPP connection. In " On Demand"
mode " Connect" takes no action in establishing connection.

Disconnects the PPP connection.

Vood side of the bridge:

Sharing of WAN connection:

VLAN ID:
Priority bits:

[Enable, Disable, VLAN]
Define IEEE 802.1Q VLAN
Define |IEEE 802.p Class of Service

4.2.7 Bridged connections

"Bridge" means a pure bridged connection with no | P address assigned to the router. This
connection method makes the router act as a bridge, and just passes packets across the WAN
Ethernet port. When the device isused in this manner, it is necessary to install additional
connection software on any computer, server or other 1P hosts.

In the New Connection page you define a name for this virtual connection. Enter the assigned name
in the Name field. Then choose a connection type from the scroll bar under Type: Bridge.
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Vood router WAN side

Sharing of WAN connection: [Enable, Disable, VLAN]

VLAN ID:
Priority bits:

4.2.8 DHCP connections

Define IEEE 802.1Q VLAN
Define |IEEE 802.p Class of Service

DHCP is used whenever an IP addressis to be obtained dynamically

SETUP

Name: |\-'LAN_4_I='W

Options: O HAT O Firawall

DHCP Settings
Encapsulation; @ LLCO vic
1P address: Na
Mask: Ha
Gateway: NA
Dafault Gateway: [

Cienen J Relcass: |

Typa: IDHCP =

WLAN 10 I-\

Sharing: |vLaMN T
Priority Bits: m

PYC Settings

PvC:

o

WRL B
WCL: |28

QoS

PCR: (-1

sch: i
MBE: U cells
OV [ Lsecs

[ Apely | petete ] cancal |

I P stack:
Default Gateway Choose whether or not the | P default gateway should be
configured

Renew the IP configuration.

Release the I P configuration

Renew button
Release button

Vood router WAN con figuration:

Sharing of WAN connection: [Enable, Disable, VLAN]

VLAN ID: Define IEEE 802.1Q VLAN
Priority bits: Define |IEEE 802.p Class of Service
Bridged or Router mode

NAT

Firewall

4.2.9 Static connections

Static is used whenever aknown static |P is assigned. The accompanying information such as the
subnet mask and the gateway should also be specified in order to be able to connect. Up to three
Domain Name Server (DNS) addresses can also be specified. These are the servers that enable you
to have access to other web servers. Valid |P addresses range from 0.0.0.0 to 255.255.255.255.

| P stack

IP Address:
Mask:

Default Gateway:
DNS1to 3:
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Vood router WAN con figuration:
Sharing of WAN connection:
VLAN ID:

Priority bits:

Bridged or Router mode

NAT

Firewall

[Enable, Disable, VLAN]
Define IEEE 802.1Q VLAN
Define |IEEE 802.p Class of Service

5 Advanced

3] e s

Bl The acvanced secion lets you configure advancad features like RIP, Firewall, NAT, UPRP, 1GHE, Bridgs
—f| Filters, and Lap dlisnts,

uEne onfigure UFNE for differsnt connectons,
SHTR Configure SHTP to configura time servar on Internat.
SHMP Configure SHMP Mansgement,
1P Qus Configure IP Quzlity of Ezrvice for different connections,
Port Configure Firevall and NAT pass-through ta yeur hosted
Formarding applications.

b | 10 Filters Configuse Flrawall to block your LAM PCs from accessing

tha Enterm st

LAN Elents Eanfigure LAN Cliants,

LAN Isolation  Disable traffic batwean LaNs.

Bridge Filters  Salack to satup Bridgs Filkers,

Wab Filtars Salact to setup Wab Filterr,

Configure Multicast pase-thraugh for differant
Multicast Lozl B G

connedion e

Static Routing  Cenfigure Static rautes,

Dynamic

Routing Configure RIF.

Access Control  Configure sccess contral liat,

Note: To save al changed parameters permanently, you must go to Tools- >System Commands
->Save All.

5.1 UPnP

ADVANCED

To enable UPnP, check the Enable UPAP box and select a connedion below

[J Enable UPNP

Wmconnewon:l-- me_9e8_3 'I

LAN Connection: | LA group |

UPnP NAT and Firewall Traversal allow traffic to pass-through the router for applications using the
UPNP protocol. This feature requires one active connection. In presence of multiple connections,
select the one over which the incoming traffic will be present, for exampl e the default Internet
connection.
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5.2 SNMP

ADVANCED
¥ Enahle SKMP Agent
o Enable SNMP Traps
Name: Isplc:nu‘.ar
Location: Ige!mantown md,usa
Contact; Isuppﬂn@lelugy.mm
Vendor QI0: 1,3.6.1.4.1.204
Community
& HName Accgss Right
public IReadOnly hd
| [ El
| | -
Traps
Destination 19 Trap Community Trap Varsion
[ Apply |

Configure SNMP Management

5.3 IP QoS (Quality of Service)

IP QoS Enginein the Vood unit is applicable to the output device (egress side), meaning that |P
QoS traffic shaping is associated with any transmitted traffic from the perspective of the Vood unit.
Each output device has 4 priority queues associated with transmit data. There are 2 high priority
queues that have strict priority over medium and low priority queues. The first high priority queue
is dedicated to the Vol P traffic generated by the Vood unit and this cannot be configured manually.
The medium and low priority queues are serviced on around robin priority basis according to the
con-figured weights (WRR), after the high priority queue has been completely serviced.

The"IP QoS' section under "Advanced section” alowsyou to set up IP QoS for a connection. The
"IP Qo0S" section has two sub-sections — QoS Setup Page and Rule Setup Page.

QoS setup page
The QoS setup page allows you to configure IP QoS for a connection, to view the con-figured QoS
rules and to add/del ete a QoS rule.

ADVANCID

Choose a connection: | static_968_98

H

Low priority weight:|40% =]

WMedium pricrity weight:|60% =]

Enable IPQas: ]

Trustad Mode: ]
Source Source  |Destination Destination | |
Name (TP Port Start IP PortStart  Protocel Priority Phy Port TOS Delete
Mask PortEnd Mask Port End | |
i |
[ soply [ cancel ]

Choose a connection: Thisfield allows you choose a connection from the list of available
connections. For example, choose a WAN connection to enable IP QoS for the upstream traffic of
the modem. On the other hand, choose the LAN connection (Ethernet) for the downstream traffic.
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Low/Medium priority weights: These 2 fields will allow you to select the weights of the medium
and low priority queues in increments of 10 percent, so that that the sum of the weights of these 2
gueues is equal to 100 percent.

Enable | P QoS: Thisfield allows you to enable/disable |P QoS for the chosen connection.

Trusted Mode: The QoS Engine has two primary modes of operation with regard to queue traffic
prioritization — Trusted and Un-Trusted. Thisfield allows you to choose the mode — Trusted
(checked) and Un-trusted (Unchecked). In "Trusted mode™" al the rules will be applied first,
regardless of the setting of the TOS bits. After the rules have been exhausted the existing TOS bit
settings will be honored. The "Un-Trusted" mode will match first against all rules asin "Trusted"
mode. The differenceisthat if thereis no match then a default rule will be used. The default rule
will have an associated queuing priority — low.

Rules section: This section displaysalist of configured rules, allows you to add anew rule and
allows you to delete an existing rule. Each rule has a matching criteria that identifies an application
traffic to be transmitted by the QoS engine using one of the 3 configurable priority queues — high,
medium and low.

Note: If IP QoSisenabled and no rules are defined, a default rule is added that is hidden. The
default rule puts all the traffic to be transmitted in the low priority queue.

ri
MmemiiE tNCughr =

This page isinvoked when you click on the Add button of "QoS Setup Page". This page allows
you add arule or matching criteria that identifies an application traffic. The application traffic can
be identified by rule name, source/destination | P address and netmask, source/desti nation port
range, protocol and traffic priority.

The traffic priority field corresponds to the priority queue (high/medium/low) for this traffic. The
possible options for protocol are— ANY, ICMP, TCP and UDP. Wildcard (*) entries are allowed
for |P address/netmask and port range fields.

The additional TOS marking field allows you to assign a TOS value to this traffic. The values for
the TOS marking can be — No Change, Normal Service, Minimize monetary cost, Maximize
reliability, Maximize throughput and Minimize delay.

5.4 Port Forwarding

Using the Port Forwarding page, you can provide local services (for example web hosting) for
people on the Internet or to play Internet games.
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[(haoir I kancen |

To configure a service, game or other application, select the external connection (for example the
Internet connection), select the computer hosting the service and add the corresponding firewall
rule. If you want to add a custom application, select the User category, click New and fill in the
port, protocols and description for the application. Y ou can also add/edit/del ete rules without using
the pre-defined firewall policy database (games, services, etc.). Click on "Custom Rules" to access
this type of interface. In the presence of the firewall, anonymous Internet traffic is blocked.

DMZ

Setting a computer on the local network as aDMZ will forward any network traffic that is not
redirected to another computer viathe port forwarding feature to the specified computer's | P
address. This opens the access to the DMZ computer from the Internet.

PING

Enabling incoming ping (ICMP) requests on the Port Forwarding page allows the router to respond
to a ping from the Internet. Blocking outgoing pings (ICMP) (1P Fil-ters page) generated from a
particular LAN IP can be used if the PC has avirus that attempts a Ping-of-Death Denial of Service
attack.

5.5 IP Filters
Thisfirewall feature allows you to block network access based on a user's computer |P address.

- ol S ik e [LAH gean “
P Qo LARIF | 2IFTR143F & * |
art Fo e Bk Al Traffe O ] ek Outgong Sing  Custom [P Eftges
YT | Ealegery Awallabic Rulcs Appled Rules
FELC LZTF
O Gainirs PFTP
e @ PN
:ﬂ C sudiofMidao ETEN
- ")
s i servers B
By ¢ | O Ui

Y ou can use this page to block specific traffic (for example block web access) or any traffic from a
computer on the local network. To configure an IP Filter rule select the computers' |P address and
add the corresponding firewall traffic definition from the firewall policy database. If the traffic type
isset to "Any" al network traffic from that computer will be blocked. Y ou can aso add/edit/delete
IP filter rules without using the pre-defined firewall policy database (games, services, etc.). Click
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on "Custom Rules" to access this type of interface.

5.6 LAN Clients
Configure LAN Clients.

5.7 Bridge Filters

The bridge filtering mechanism provides a way for the usersto define rules to allow/deny frames
through the bridge based on source MAC address, destination MAC address and/or frame type.

ADVANEED

[ Enable Bridge Filters
[J Enable Bridge Filter Management Interface

Select LAN: |LAN group 1 'I
Bridge Filter Management [nterface: |=thamst -
Src MAC Src Port Dest MAC Dest Port Protacol FHade
[00-00-00-00-00-00  |ANY  =][00-00-D0-00-00-00  [ARY  =||PPROE Session x| Deny =]

Edit Src MAC Src Port Dest MAC Dest Port Protocal Mode Delete

 apply [l Concel |

When bridge filtering is enabled, each frame is examined against each defined filter rule
sequentially, and when a match is found, the appropriate filtering action (determined by the access
type selected ... i.e. allow or deny) is performed. The user should note that the bridge filter will only
examine frames from interfaces that are part of the bridge itself. Up to twenty filter rules are
supported with bridge filtering.

The User Interface for Bridge Filter allows the user to add/edit/delete and enabl e/disable the filter
rules. To add arule, simply define the source MAC address, destination MAC address and frame
type with the desired filtering type (i.e. allow/deny), and press the Add button. The MA C address
must be in a xx-xx-xx-xx-xx-xx format, with 00-00-00-00-00-00 as "don't care". Blanks can also be
used in the MAC address space and these would be considered as "don't care”.

To edit/modify an exist filter rule, select the desired rule created previously from Add in the Edit
select box. The selected filter rule will appear in the top section, as with the "Add" filter rule. Make
the desired change to the MAC address, frame type and/or access type, and press Apply.
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To delete filter rule(s), select the filter rule entry to delete in the Delete selection box. Note that
multiple deletion is possible. Once al the desired filter rule(s) is/are selected for deletion, pressthe
Apply button. The Select All select box can aso be used to delete all thefilter rule. It provides a
quick method of selecting all filter rules for deletion.

The Enable Bridge Filter s button alows the user to enable or disable bridge filtering. It can be
set/unset during any add/edit/delete operation. It can also be set/unset independently by just
pressing the Apply button.

Note: There are three hidden filter rules within the bridge filter table. These rules are entered
automatically by the system to ensure that users do not "lock™ themselves out of the system. The
first rule allows any and al ARP frames through the system. The second rule allows all 1Pv4 frames
with the destination MAC address of the bridge to go through. The third rule allows all 1Pv4 frames
with the source MAC address of the bridge to go through.

5.8 Web Filters
Select to set up Web Filters:

» Proxy

« Cookies

. JavaApplets
. ActiveX

» Pop-Ups

5.9 Multicast

Configure IGMP multicast for different connections. The VVood unit is capable of proxying for
applications that are using multicast 1P for accessing video content. This application must be run
when NAT is enabled. The IGMP proxy intercepts the join and leave commands for version 1 and 2
IGMP messages. On ajoin the proxy sets up a multicast route for the interface and PC requesting
the video content. It then forwards the join to the upstream multicast router. The multicast IP traffic
will then be forwarded to the requesting device. Multicast traffic does not pass trough the firewall
or through NAT. On aleave the proxy removes the route and then forwards the leave to the
upstream multicast router.

To enable Multicast, chedk Enable ISMP Mulicast buiton and than salect a connecton,

[0 Enable IGMP Multicast

Select  Awvailable Connections
@] static_98_98

Multicast

[ Applx | Concel |

However, multicast traffic in atriple play deployment will in most cases not go through routed
connections. Instead, the network is structured in separate VLANs where the multicast traffic will
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be assigned a separate VLAN that will be mapped onto specific Ethernet port(s).

5.10 Static Routing
This page isfor configuring static routes over WAN connections

ADVANCED

Ql Chopse a connection: ISIEJH.‘_BB__BB -
Hew Destinatian 1P: ] Masic: [255 266, 256.0

Gateway! I Metric: |0

The Routing Table is empty.

5.11 Dynamic Routing
This pageisfor configuring RIP

ABVANCED 1

-l O Enable RIF
Protocol; | RIP w2 i

[# Enable Password

Password; lz

Interface Direction
LAN group 1 Bith "I
stakic_598_98 Bath 'I
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5.12 Access Control

Open the access from the Internet (WAN) or LAN to the router's management ports (web, SSH,
FTP, TFTP, SNMP).

0O Enahle Aocess Contral

=
All LAN access allowed, all WAN access denied.
Service Name WAN LAN group 1
Wab a ™
TFTP O O
SHkE O O
1P Access List: I elect P 'I 0 Celste
Q| New 1P I [ add

[Lapoly [ cancel |

There are security risks associated with this action. For this reason remote management is restricted
to computers on the network specified in the IP Access Control List (ACL), alist that can hold up
to 16 | P addresses. The ACL provides a global enable/disable that will enable or disable the ACL. If
the ACL isdisabled, the default behaviour (i.e. DENY on the WAN, Accept on the LAN is enabled
for al I P addresses) is enforced. If no |P addresses are specified within the ACL, the ACL will be
will act asif it is disabled until the first |P address is added.

6 Tools

T00LS

The Tacls section allavs you to saue the configuration, restar: the gateway, update the gatevay firmuarae,
eetun uier and rermote log information and run Fing and Modem teers,

Save tha cuent configurstion, Restar the
Sy mmn Cmimarnd s 0 el b el

Remote Log Smbup Remote Log Information

User Management Configurs User Name snd passvard

”,.
145
i

Ping Test

The Tools section allows you to save the configuration, restart the gateway, update the gateway
firmware, set up user and remote log information and run ping and modem tests.
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6.1 System Commands

3 vood e sor vor v I swus e

System Commands System Com

Remote Log System Commands allow you to camy aut basic system adions. Press the button to sxecuts a cammand.

User Management

Ping Tesk

Press thiz butkor in arder o permanently save the
currart configuration of the Gataway. If yau do restart
the system uithout saving your configuration, the
Gatavay will revert back ta the pravieusly saved
cenfiguration,

Log Dut

Use this buttar to restart the systam, 1f you have nat
saved your canfigurations, the Gateway will ravert back 1o

tha Iy eaved upan
HOTE! SonnacHuity to tha unit will be [ost You can
reconnact aftar tha unit reboots.

Uses this button to restore factory defauk configuration,

Restore Defaults MOTE: Sonnactuity to tha unit will be lost Yo can

recunnect after the unit reboots.

Save the current configuration, restart the gateway and restore to factory defaults.

6.2 Remote Log
Set up Remote Log Information.

6.3 User Management

2 voood awe  sw ovr | avece TCH stws e

System Commands [rrer———,
Remate Log | veorname: [eom
User Ma t Old Password: |

Ping Test password: [
Log Out confirmad Pazsword: [

Save Changes

Configure User Name and password.
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6.4 Ping Test

a3 vooo wv  swe voe | Ak TN suus | owee

System Commands Ping Test

Enter IP Address to ping: [192.168.1.1
User Management
Ping Test Packat siza: ]54 bvtes

Log Dut Number of echo requests: 13

Remote Lag

72 bytms from 192.168.1,1: iomp_seq=1 =355
Jtinne=D0.00 ms
72 bytes from 192.168.1.1: iocmp_seq=2 =285

PING 192.168.1.1 [192.168.1.1): &4 data bytes -
72 bytes from 192.168.1 1 iomp_seq=0 =255
time=0.0 ms

[tirne=0.0 ms

-+ 192,166,1.1 ping statistics -~ |

Run a ping test.

7 Status

3 vood e s e oo | nos ERTE we

Netmork Statistics Status
PP A S| The Status section sllows you ta uiew the Status/Stacistics of ditfarent cannections and incarfacer.

DHLP Clients
Metwork Statistics  Vieu the Statistics of different interfaces - Ethernet.

Product Information
Connackion Status Uiy tha Status of diffasant comnactions.
System Log

DHIP Clients View the list of DHCP di=nts,
Leg Dut

Product Information Vies the Product Information and Softuare Versions.

System Log vieu the Log messages.

Information about the current status of the VVood unit can be accessed on the Product |nformation
page of the VVood web interface (an option under the Status tab). See section 9 “Log In to Manual

Vood Configuration® for information on how to access this web interface.

B2 Voo o e | sewe | ovoe | aovancen | Tools ([RERED HELP

Network Statistics Product Information
Connection Status

DHEP Clients

Product Information

Systmm Log

Log Dut Praduct Information

Product Name WRIG322

Serial Mumber V3D1TesHR1A0-0000000001
Hardware revision  Unknown

Etharmet MaC 00:02:61:00:12:B0

Software Versions
Ersion 3225 1 0.0 & RC_1
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8 Help

Help for the following topics are available on the Help page:

« Firewal

. BridgeFilters

« LAN Clients

« PPP Connections
+ UPnP

. IPQoS

[ el

Thie paction takas you ko diffarsnt Help Sactiens for Firavall, Brdgs Filkars, LaN Clisnts and FRE
Cennartion,

Halp far ot Forvarding. Access Cortrel, and

Firgueal Aduicad Gecurltys

Bridne Filters  Help zachon for Erdge Fikers.

LAN Clisnts Halp zadtion for LAN lisnts.

BB & ion Help far = pRE

UBRB Halp pagas far LIBnP.

1B Dot Halp zadtier far 18 Sak

9 Login to Vood User Pages Configuration

To enter the user pages configuration interface:

1. Connect your computer to the LAN port

2. Open asuitable web browser

3. Enter “http://192.168.1.1:8080/user” in the web address field
4. Enter ausername and password when the login page appears

The user pages are locked by default for security reasons and you need to contact the Customer
Serviceto unlock these pages and a'so to supply you with your unique username and password.
Once you are logged in, you should change your password to something only you know.
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10 Services
This chapter contains the services supported by the Vood 322.

10.1 Call Waiting with Call Hold

10.2 Call waiting Default: On
During an established call:

. If you do not want to answer the waiting call, press @0 i cal forwarding on busy or
answering machine on busy is configured, the appropriate service will then be activated.
Otherwise, the waiting call will get abusy signal. If you do not answer the waiting call within

aspecified time, action will be taken asif @O had been pressed.
. If you do want to answer the waiting call, press 06
« To switch back to the original call, press o6 again.
« Pressing @& anumber of times will switch back and forth between the two calls.

« Pressing @@ viill finish the current call. When you press 00 you will aso
automatically switch to the other call.

10.3 Inquiry Call with Call Hold
When you have established a call with person 1, pressR to start a new call. Dial the number to
person 2 and wait for an answer. When both calls have been established, you can press @6

switch back and forth between the two calls. Press 90‘ to terminate one of the calls and switch to
the other.

10.4 Message Waiting

If an incoming call is diverted to the answering machine, the LEDs will flash: they will aternate
between on for 100 ms, and off for 100 ms. The message waiting indication can be cancelled by
lifting the receiver.

10.5 Three-Way Conferencing

To start three-way conferencing, perform the inquiry call service, then press 06

If acall iswaiting, answer the waiting call with @6 and then press @ o egablish three-way
conferencing.

10.6 Click to Dial Service

It is possibleto use click to dial from the web server’s phone lists. If a stored number is clicked and
the receiver islifted within 15 seconds, that number is dialed automaticaly. It isaso possible to
first lift the receiver and then click the number. In this case the number will be dialed directly.
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10.7 Fast Re-Dial Service
To repeat the last dialed number, press the asterisk key three times QOO on your phone keypad.

10.8 Answering Machine Service

The Vood unit's built-in answering machine works in conjunction with a possible email server. The
answering machine records messages to sound files that are stored locally and can append them to
emails sent to a specified email address. The local sound files can be administrated using the
telephone. The email sound files can be listened to by opening the email in an e-mail client.

Note: Please note regarding the answering machine service:

« Thelocally stored sound filesare NOT stored permanently. This meansthat if the VVood unit
loses power or reboots due to manually entered con figuration chan ges, etc., the locally stored
messages will be lost. So usa ge of the email function is recommended.

« The amount of storageis limited on the V ood unit so when the storage areais full the oldest
message will automatically be removed. The number of messages that can be stored locally is
currently 10 for each telephone port on the Vood unit. Each message has a maximum length of
about 40 seconds.

The answering machine may managed either from an analog phone or a web page.

10.8.1 Mail configuration

Mail address 1 (user parameter)
The user must define amail addressin the Vood unit, to indicate where recorded messages should
be sent. This parameter can be found in the user-specific web page <answering machine>.

The parameter is: mai | address 1.
Default: -

Example:
john.smth@one. se

Mail address 2 (user parameter)

Mail address 2 is optional. It can be used if the recorded message should also be sent to a second
email address.

Default: —

SMTP address (user parameter)
The email server to contact has to be configured in the parameter SMTP address.

Default: —

Example:
mai | server. conpany. se
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When the mail address and SMTP address have been defined, atest mail can be sent with the
current settings. To do this, click the Test Mail button in the user-specific <answering machine>
web page.

10.8.2 Administration of locally stored messages

By using the telephone and dialling the code 0600 you can administer your recorded
messages. After dialling the code the Vood unit will automatically play every recorded message in
the order they were recorded. When no more messages are available a continuous beeping is played.

10.8.3 Recording a greeting message

Y ou also need to record a greeting message. This can be done either from the web interface or from
the telephone. The greeting message has a maximum length of about 20 seconds.

10.8.4 Redirect to the answering machine
It is possibleto redirect calls to the answer machine in three different ways.

. Immediately directed to the answering machine.
. Directed to the answering machine on busy.
. Directed to the answering machine if there is no answer within a specified time.

10.9 Service Calling Line ID Restriction for Anonymous Calling

For outgoing calls from the terminal, the following procedure can be applied to sup-press calling
line ID presentation at the called party end. Thisrestriction will be valid for one call:

Press @@ Q@@ (o activate calli ng line ID restriction for the next outgoing call. A dial tone will
indicate that the service has been activated.

The service will be disabled automatically when the call is terminated.

11 NAT and Firewall Overview

The Vood router uses Network Address Trandation (NAT) and a Stateful Packet Inspection (SPI)
firewall to protect the home network. The NAT and firewall service can be globally (for LAN and
all WAN connections) disabled/enabled from the Setup Firewall/NAT Service page. If disabled, no
NAT functionality or firewall protection can be provided. For each WAN connection (e.g., Internet
connection) the NAT and fire-wall can be enabled/disabled. With the firewall enabled on aWAN
connection all incoming packets are examined by the SPI engine and traffic is dropped if it does not
match an existing connection opened from LAN side or a port forwarding rule. Connections from
the LAN side to the Internet are trusted and allowed to pass through the router unless explicit IP
filter rules are used to block such LAN traffic. This asymmetric permissive firewall setup (drop
from WAN, alow from LAN) provides easy to use Internet access while protecting the home
network.
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12 Services

12.1 Port Forwarding

With the Port Forwarding page you can provide local services (for example, web hosting) for
people on the Internet or allow Internet games. To configure a service, game or other application,
select the external connection (for example the Internet connection), select the computer hosting the
service and create an appropriate firewall rule. If you want to add a custom application, select the
User category, click New and fill in the port, protocols and description for the application. Y ou can
also add/edit/del ete rules without using the pre-defined firewall policy database (games, services,
etc.). Click on "Custom Rules' to access this type of interface. In the presence of the fire-wall,
anonymous I nternet traffic is blocked.

12.2 IP Filters

Thisfirewall feature allows you to block network access based on a user's computer |P address.

Y ou can use this page to block specific traffic (for example, block web access) or any traffic from a
computer on the local network. To configure an IP filter rule, select the computer’s | P address and
add the corresponding firewall traffic definition from the firewall policy database. If the traffic type
isset to "Any", al network traffic from that computer will be blocked. Y ou can aso add/edit/del ete
IP filter rules without using the pre-defined firewall policy database (games, services, etc.). Click
on "Custom Rules' to access this type of interface.

12.3 Access Control

Open the access from the Internet (WAN) or LAN to the router's management ports (web, SSH,
FTP, TFTP, SNMP). There are security risks associated with this action. For this reason remote
management is restricted to computers on the network specified in the IP access control list, alist
that can hold up to 16 IP addresses. The access control list provides a global enable/disable that wil |
enable or disable the Access Control List (ACL). If the ACL is disabled, the default behaviour (i.e.
DENY onthe WAN, Accept onthe LAN is enabled for al I P addresses) is enforced. If no IP
addresses are specified within the ACL, the ACL will act asif it is disabled until thefirst IP address
is added.

12.4 DMZ

Setting a computer on the local network as DMZ forwards any network traffic that is not redirected
to another computer viathe port forwarding feature to the computer's IP address. This opens access
to the DMZ computer from the Internet.

12.5 PING

Enabling incoming ping (ICMP) requests on the Port Forwarding page allows the router to respond
to a ping from the Internet. Blocking outgoing pings (ICMP) (1P Fil-ters page) generated from a
particular LAN IP can be used if the PC has a virus that attempts a Ping-of-Death Denial of Service
attack.
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